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Here at OneLogin, we believe that a security-first 
continuity plan is crucial to running your company in 
the event of an emergency or a critical market 
change. We often have customers reach out to us for 
best practices in this area, and given the current 
crises around COVID-19, we wanted to publish a 
how-to manual to help your organization remain 
operational in the event of a disaster.

This guide includes suggested frameworks that address:

What is business continuity planning and 
why is it important?

How do you develop a business contingency 
plan and who should be involved?

The operational areas you need to address 

How should you communicate your plan to 
customers and employees?

Running a successful company requires that your 
business remain operational in a variety of different 
conditions--including a natural disaster, a pandemic, 
an economic crisis, or any other critical situation that 
could disrupt the flow or normal business. Whether 
it’s ensuring your technology doesn’t go down, your 
employees can work from home securely, or you can 
communicate to your customers, developing a 
business contingency plan before a disaster strikes 
helps to mitigate risks. Unfortunately, many 
organizations don’t develop a continuity plan until it's 
too late--resulting in employee uncertainty, 
organizational chaos, and loss of revenue. 

While you hope you never have to actually use a 
business continuity plan, having one on-hand can help 
save your company in the event something out of your 
control occurs. In the wake of global threats, like the 
novel Coronavirus COVID-19, business continuity 
planning needs to be top-of-mind. 
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Introduction



According to Rock Dove Solutions, a business continuity plan is “a course of action that your 
organization would take if an unexpected situation occurs”. A continuity plan helps ensure you 
are prepared for the “what if” scenario. Typically, a continuity plan covers worst-case events 
like natural disasters, pandemics, economic crises, data hacking, and more. 

By developing a continuity plan, 
your organization is better positioned 
to react to a disruption quickly and 
mitigate risks to your employees, 
stakeholders, customers, and profits. 

What is a 
Business Continuity Plan?

A course of action that 
your organization would 
take if an unexpected 
situation occurs.
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Areas of Coverage
There are a variety of areas that need to be addressed in an end-to-end continuity plan and what 
you address is very dependent on the operations of your particular organization. You may have 
one master plan or you may develop multiple plans depending on the scenario. Regardless of 
how you approach your planning, you need to address the following issues:

TRIGGERS   Create an outline of the different triggers that would set your plan in action.

LEADERSHIP   Specific criteria around how the leadership team interacts and what happens 

if a team-member is impacted.

WORK FROM HOME POLICIES   In the event of an emergency, your employees may need to work from home. 

You will need to determine the specifics around the rules-of-engagement.

SECURITY IMPLICATIONS   Regardless of your industry, you need to ensure if you have the appropriate security 

policies in place to continue business as usual. Can your employees sign in securely from home? Will you have issues 

with VPN access? And so on.

COMMUNICATIONS   During a crisis, communication to your employees customers is critical. Make sure to outline 

policies for how you communicate, when you communicate, and what methods of communication you will use.

TEAMS   In addition to leadership planning, each team leader needs to develop a contingency plan for their team. 

Who is second in command?  What is each team member responsible for?

VENDOR CONTINGENCY PLANS   You likely rely on a variety of mission-critical technology providers to run your 

business. Make sure that you contact each vendor to ask that they provide you a copy of their continuity plans.
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Once you have determined you need to develop a continuity plan, now it's time to gather all of the correct stakeholders 

in a room to hash out what should be included, who is responsible for what aspects of the plan, and how you will roll 

your plan out to employees and customers. If you haven’t developed a continuity plan prior to the trigger event you will 

need to do this quickly, so make sure to communicate the critical nature of the project with your stakeholders. 

While there are variances in who should be on your task force based on your particular business needs, we recommend 

you include the following people:

CEO  As the leader of the company, your CEO is integral to the 

planning and approval of your overall plan.

COO  Your Chief Operating Officer can quarterback the project, 

bring the right teams together, identify risks with business-critical 

technology vendors, and focus on the overall strategy.          

CMO  Your CMO can set the stage for internal and external 

communications. When and what will you communicate to 

employees? What about customers? Additionally, your CMO 

should assess any gaps to ensure your sales team still gets leads.

CTO/CIO  Your technology leader needs to assess how prepared 

you are as an organization to work from home. For instance, is 

your team able to log onto a VPN? Do you have a platform, like 

OneLogin, that enables secure access? And, if you are a 

technology company, your CTO needs to determine what, if 

anything, is at risk for failure.

CISO  Security is a critical component to any contingency 

plan. Your CISO can assess if your data is at risk and what 

precautions you need to take.

CRO  Your company still needs to ensure that sales cycles 

can continue and your customers remain happy. Your CRO 

should assess the ability of your customer-facing 

organizations to receive phone calls, effectively work from 

home, and follow-up with critical conversations.     

CFO  Regardless of what occurs, your vendors still need to be 

paid and your organization still needs to generate revenue. 

Your CFO makes sure that everything remains on course. 

CPO  Employees are your most valuable asset. Your Chief 

People Officer will ensure that you have policies in place and 

your employees receive proper communication

Get the Right People in the Room



Once you have all of the stakeholders in the room, the first step to building out your continuity plan is to 
conduct a risk analysis. Your cross-functional risk analysis will help identify points-of-failure within your 
organization and issues that you need to address. We also recommend that you and your team prioritize 
the risks based on potential business impact.
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Conduct 
A Risk Analysis

Potential Threats
During your risk analysis, you want to identify critical buckets of risk across your organization that you will need to 
address in the event of an emergency. Here are the major buckets to consider:

How will your business be impacted if 
there is an illness, death, or a critical 
individual is unable to continue work? 
Additionally, how equipt are you as an 
organization to conduct business 
remotely if necessary?

HUMAN

How will the threat impact the physical 
operations of your organization? How 
will facilities be impacted? Will there be 
issues with distribution?

OPERATIONAL



What security issues are you 

vulnerable to–either physical or 

virtual –and do you have the right 

safeguards in place?

TECHNICAL

SECURITY

FINANCIAL

Will you be able to continue generating 

revenue and keep your customers happy? 

What about stock market fluctuation or 

other financial issues impacting your ability 

to continue operating?

Will your business be impacted by 

failures in technology? Either 

technology failures in business-

critical applications or technology 

failures in your own products?

Do you have contingency plans in place 

for communicating with each other, your 

employees, your customers, and other 

stakeholders?

COMMUNICATION
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In order to determine whether you have a cohesive list, ask other team leaders what they suggest 

and what functional risks they might have. 

Once you have your initial list of potential threats, sit down as a team to discuss the priority and 

impact of each bucket to the business. Consider creating a matrix that maps scenarios based on 

probability of occurrence and overall impact.



onelogin       7

Develop 
Your Business Continuity Plan
At this phase in the process you have identified your core team and have run through a variety of 
different risk scenarios. You know where the gaps are and what you need to address. Now it is time to 
block-and-tackle the development of your contingency plan and outline how your business is going to 
respond. Ultimately, your plan should be a document that you can circulate both internally and 
externally so everyone is prepared in the event a disaster strikes.

Workforce Preparation
Your employees are your number one concern when developing your continuity 
plan. You need to ensure that your teams understand who is in charge and how 
to operate in the event that they can’t come into the office. If your people don’t 
know what to do if disaster strikes, you have put your business in an extremely 
high risk position.
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Leadership and Functional 
Team Operations

The first thing to consider is what happens if a key 

leader or employee is unable to work? On your 

executive leadership team you need to decide who 

can step in if say the CEO, CMO, or CFO is unable to 

work. You need a policy to determine who takes the 

lead across the business and whether or not there 

are functional team leads who can step up into a 

temporary executive role if needed. 

However, redundancy in executive leadership isn’t 

the only people challenge you need to address. You 

also need to look within each team to determine 

what happens if a critical member of the team is 

unable to work. Is there anyone else who can take 

over that individual’s role? If you are unsure of the 

answer it’s time to direct your team to document 

their roles and loop in a counterpart, so institutional 

knowledge is spread amongst a group of people vs. 

only one person.

Work From Home Policies
With today’s dynamic workforce, working remotely is hardly new. 
However, many companies don’t yet have a documented policy 
and they haven’t thought through what would happen if everyone 
had to work from home. Would your business still be functional? 

Do you have a VPN and, if you do, is everyone set up 
to use it remotely?

Do you have physical network limitations to working 
remotely? If you do, it's time to come up with a strategy 
for how your teams will work in the cloud vs. through an 
on-prem environment.

Do you have an Identity and Access Management solution 
in place, like OneLogin, that will enable your workforce to 
access your systems and data from their homes without 
introducing you to additional risk and vulnerabilities?

Do you have communication methods, like Zoom, or 
another online conferencing tool, that will help you 
communicate effectively?

Here are some questions to address:

Once you have determined if you have any limitations to working 
remotely, you will need to communicate out expectations to your 
employees so they know the rules of engagement around interacting 
and what is expected of them during their time working from home.



Functional Team 

Operations Plan

Have each of your leaders go back to their 

teams to determine what happens in the 

event of a crisis. What happens if the 

leader is out of commission? You need to 

name a second and even third in charge. 

Additionally, make sure to think through 

who on your team holds the key to 

mission-critical functionality. For example, 

if you have a member of the team who 

owns a particular piece of important 

technology, what happens if she is out? 

Who will take over?

Consider the following structure 

for functional plans:
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Crisis Communications

One of the most important elements to ensuring the success of your business continuity plan is your communication strategy. This 
includes how you communicate to your employees, how you communicate to your customers, and how you communicate to other 
impacted partners or vendors you work with. Your marketing and HR teams can run point on developing your communication strategy.

INTERNAL COMMUNICATION

Clear communication to employees is critical to effectively 

carrying out your plan. You want to make sure that your 

employees understand what is going on, how it is impacting 

business, and then you will need to provide very specific 

instructions around work expectations. If the situation calls 

for working from home, be sure to provide information 

around work hours, how to connect to your network, how to 

communicate with each other, and how your leadership team 

will communicate to them. And for each functional team, 

make sure the team leader is ready to communicate the 

chain of command. 

During a crisis situation, your employees will likely be 

anxious about what will happen next. We recommend daily 

correspondence via email or Slack, or updates directly from 

your executive teams.

EXTERNAL COMMUNICATION

Communicating updates to customers should begin immediately 

after kicking off your business continuity plan. Depending on your 

business and the level of impact, you may need to only craft a few 

short email messages informing customers of any disruptions. If 

your technology or production capacity is impacted you will need to 

provide more detailed information and timelines. 

In a high-impact situation we recommend that you send 

communications via multiple channels–direct phone calls, email, 

app notifications, etc. And make sure that your customers are able 

to reach your customer teams directly via cell phone or video 

conferencing. 

Your customers may also preemptively ask you for a copy of your 

business continuity plan, so be prepared to provide that information.
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Service Disruptions and 

Technical Dependencies

While every company should evaluate 
technical points-of-failure, a disruption of 
service can have the most impact on 
companies who deliver technology as their 
primary product. Your technical teams need 
to understand and document how stable 
your technology is under different scenarios.

Here are some questions your technical teams 

need to explore:

Are you leveraging cloud technology or are 
you mostly on-prem? If you are on-prem and 
need access to physical servers, what is the 
plan if your employees need to work from 
home? Is there a single person that you can 
assign to server monitoring?

Do you have diversity in your data centers? 
If you are using a cloud provider, like AWS, 
you likely have redundancy in your 
deployment across multiple zones. That 
means if one zone goes down the probability 
of failure is low.

What vendors does your technology rely on 
to remain operational and do you know what 
your vendors’ business continuity plans looks 
like? If you don’t know, call your vendors and 
ask for documentation. 
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Security Vulnerability
In the event of a disaster, your security teams should assess potential risks and data vulnerabilities under different circumstances. 
For instance, if your employees are required to work from home for a period of time you need to have a proper identity and access 
management tool, like OneLogin, to ensure you are appropriately assessing login attempts. Work from home environments are 
often targeted for breaches, so you must remain vigilant and ensure you are protected. 

Make sure to communicate any security concerns 
to your employees. Depending on the cause for the 
crisis, there might already be bad actors out there 
taking advantage of people’s fear. For instance, 
almost immediately after the Coronavirus outbreak, 
OneLogin started receiving intel that cybercriminals 
were running phishing attacks preying on people’s 
anxiety and interest in the topic to steal passwords, 
data, and more. An example are emails being sent 
via a fake “From:” email address from the World 
Health Organization asking recipients to click on a 
link that downloads malware or even make 
donations to fake charities. 

When your employees work from home, they are 
more vulnerable to phishing attacks and scams. 
Leveraging an Identity and Access Management 
platform that uses multi-factor authentication to help 
protect your organization from a breach is critical.

Depending on the cause for 
the crisis, there might already 
be bad actors out there taking 
advantage of people’s fear.
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Response Phases and Example Procedures

Once you have developed your written plan, the next step is to outline what step-by-step actions 

take place and in what order they will be triggered. The procedures in this section are intentionally 

general and high-level. Each disaster is unique and must be handled in its own terms.

PHASE                      Disaster Detection

Who Should Do It?

All workforce members

Person noticing 

a disastrous event

Senior manager who 

responds to the event

Do What? When?

Be alert for potentially disastrous situations or events all the time.

Quickly assess threat to human health or safety. 

Report to local emergency response authorities 

(fire, emergency medical, police) immediately.

Quickly assess threat to property.

Report to any member of senior management 

(Sr Director or above) as quickly as possible.

Inform members of your designated response team.

I
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Who Should Do It?

Executive Team

Do What? When?

Gather facts. Get corroborating reports or evidence.

Declare a disaster. Invoke the plan.

Direct a VP or another executive to notify and 
assemble the recovery teams.

Alert your crisis communications team.

Set timeline and method for further communication
(e.g. one hour by conference call to a certain number).

PHASE                      Disaster DeclarationII
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PHASE                      Mobilization

Who Should Do It?

Director of Operations 

(or alternate)

Team Leads

Executive Team

Do What? When?

Inform all team leaders by call tree or other prompt means that a 

disaster has occurred and the plan is invoked.

Remind team leads of the availability of this plan and other helpful 

resources, and advise and assist in getting access.

Inform team members promptly.

Assemble the team.

Assign tasks to determine nature, extent, and location of damage.

Decide and communicate to team members a means for real-time 

communication and coordination. Until further notice team members 

should be in virtually constant communication. The team leaders can 

decide at what point to revert to periodic updates.

Stay in contact with, direct, and get timely status updates 

from team members.

Communicate with other Team Leads as warranted.

III
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PHASE                      Event Management

Who Should Do It?

Executive Team

Crisis Communication Team

Do What? When?

Get status on reasonable time intervals for action and recovery from all teams.

Make strategic decisions as warranted to guide the teams and 

the rest of the company. Set priorities, guidelines, and boundaries. 

Make resources available to the teams.

Make decisions about and provide emergency funding if needed 

(e.g. replacement equipment)

Intervene with or escalate to critical vendors

Consider, vet, modify, and approve communications to outside stakeholders 

(customers, the Board, authorities, news media) to be delivered by the Crisis 

Communication Team.

The VP of Engineering, CEO, COO or CFO should personally communicate with 

authorities, such as regulators or police if necessary. 

Set the context for management of the event to resolution, such as the times and 

methods for additional internal updates.

Release messaging to external stakeholders 

(customers, news media) and Sales

Manage communications and expectations of major stakeholders

IV
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Test the Plan
This plan should be tested at least annually under the responsibility of your security 

team. Testing your plan ensures that you can quickly identify any gaps and make 

changes as necessary. This section presents options for conducting a test.

Attempts to communicate to each person on the 

Disaster Recovery contact list by means determined 

in advance (e.g. one or more of cell phone, email, 

SMS message, face-to-face contact). The message 

should state that this is a communication test only, 

not a real emergency.

Records the time lapse for each person between 

the initial attempt to contact and the person’s 

acknowledgement.

After a predetermined length of time, the test is 

concluded and people who have not responded 

are deemed to have been communication failures.

Notification Test
A notification test should be conducted at least 

semi-annually. In a notification test, the tester:

1

2

3

The test may or may not be announced in 

advance (a more realistic test will not). Since 

only about 24% of hours in a year are normal 

work hours, consideration should be given to 

testing at nights, on weekends, and during 

holiday periods.

Results of the test should be documented in 

a brief memo to the CISO, and include 

summary statistics of the test (% successful; 

minimum, median, and maximum response 

times), whether any key skill sets were not 

represented in the responses, and any 

recommendations for improvement.

In preparation for the test, and from its 

results, appropriate updates to the continuity 

plan should be made.
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Table-Top Test
A table-top test is a simulation in a conference setting 
of a disaster or other kind of incident. A table-top test 
commonly has the following characteristics:

1

2

3

5

4

6

It is planned, conducted, and facilitated by a 
subject-matter expert.
The planned event consists of a specific scenario 
and one or more later events (evolutions) in the 
scenario. (For example, the scenario could be that 
a cloud provider availability zone has been lost 
due to full power failure)

Members of the executive leadership team and 
others critical to your plan are scheduled in 
advance for the test. They are informed of the 
scenario only when the test begins.

Participants are prompted by facilitator’s questions 
like, “What would you do?”

The facilitator takes notes.

After the test the facilitator issues a report including 
overall conclusions and recommendations for 
improvement.

It is inexpensive. It requires only a few 
hours from most participants and 
requires no out-of-pocket expenses.

It familiarizes key personnel with your 
continuity plan and creates awareness 
of the need to plan for disasters.

The team setting is a powerful method 
for exposing gaps in the plan.

It prepares the team for working 
together in a time of stress. It can 
prevent or lessen feelings of panic and 
uncertainty when a disaster occurs, and 
can promote a confidence that the team 
knows how to respond. 

Although a table-top test does not actually 
exercise the technology or procedures 
needed for an actual recovery, it has several 
advantages:

1.

2.

3.

4.
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Plan Administration

Conclusion

This plan should be reviewed and updated at least annually under the responsibility of your security team. 
The review should take into consideration recommendations of test reports, any Incident Reports, and any 
improvement actions completed. Dates and summaries of changes should be recorded in a revision history.

Your business needs to know how to operate in the event of an 
emergency and developing a business continuity plan before a disaster 
occurs enables you and your team to act quickly. With a cohesive and 
tested plan you can provide your employees clear instructions on 
expectations and ensure that your customers aren’t left in the dark.

Your business needs to know 
how to operate in the event of 
an emergency or disaster…






